
SECRH//IU:L TO USA, FVEY 

(U) ENCLOSURE 1 TO 

ESTABLISHMENT AND PRESENTATION OF CYBER MISSION FORCE (CMF) TEAMS IN 

FISCAL YEAR (FY) 2015 AND FY 2016 

(U ) SERVICE TEAM BUILD REQUIREMENTS 

(U) ARMY CYBER COMMAND (ARCYBER). 

1. (U//~) In FY 15, build j.__ ______ -'("""'"b)-'--(1 '-) s_ec_._1.-'4("""'"a) ______ __.i lS0 the 
CCMD mission area as follows: 

1.A. (SI/REL TO USA, FVEY)J (b)(1) sec. 1.4(a) i ISO Commander, United States Central 

Command (CDRUSCENTCOM) located at NSA-Georgia (NSAG). 

1.B. (SI/REL TO USA, FVEY)J (b)(1) sec. 1.4(a) !ISO Commander, United States European 

Command (CDRUSEUCOM) located at NSA-Texas (NSAT) . 

1.C. (S/IRELTO USA, FVEY)! (b)(1)Sec. 1.4(a) j lSO CDRUSEUCOM located at NSAT. 

1.D. (S/IREL TO USA, FVEY)I (b)(1) sec. 1.4(a) jlso Commander, United States Africa 

Command (CDRUSAFRICOM); location to be determined (TBD) by CDRUSAFRICOM. 

1.E. (S/IRE:L TO USA, FVEY) I (b)(1) sec. 1.4(a) pso Commander, United States European 

Command (CDRUSEUCOM); location TBD by CDRUSEUCOM. 

1.F. (S.£/REL TO USA, FVEY)J (b)(1) sec. 1.4(a) !ISO Commander, United States Pacific 

Command (CDRUSPACOM) for Commander, United States Forces Korea (USFK) ; location 

TBD by CDRUSPACOM. 

2. (Si/REL TO US/\, FVEY) In FY15, build! (b)(1) sec. 1.4(a) 

ISO the Defend The Nation (DTN) mission area as follows: 

2.A. (S/JRE:L TO USA, FVEY),_J -----~(b-'-)('-1)'-S_e_c. _1._4('-a) _____ ~jlocated at NSAW. 

2. B. (S//R EL TO USA, FVEY)J.__ _______ --'-(b-'-'-)(1-'-)_se_c_. 1_.4-'-(a""'") _______ __, 

I (b)(1) Sec. 1.4(a) ! located at NSAW. 

2.C. (SI/REL TO USA, FVEY) J.__ ___ (;..;bl"""(1..:...l s_e_c._1_.4..:...(a"--) ___ __,jlocated at NSAW. 

2.0 . (Sf/REL TO USA, FVEY)! (b)(1) sec. 1.4(a) ! located at NSAG. 
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3. (S//RE:L TO USA, FVEY) In FY15, build j (b)(1)Sec.1.4(a) ! tor the SCC support 
mission! (b)(1) Sec. 1.4(a) !; location T8D by CGARCY8ER. 

4. (SI/REL TO USA, FVEY) In FY16, build ,_! __ (_b)_(1_) s_e_c._1_.4(_a_) _....,! ISO the CCMD mission area 
as follows: 

4.A. (SI/REL TO USA, FVEY)j (b)(1) sec. 1.4(a) !ISO CDRUSPACOM located at NSA-Hawaii 
(NSAH). 

4.8 . (SI/REL TO USA, FVEY)I (b)(1) Sec. 1.4(a) 11so CDRUSPACOM located at NSAH with 

j (b)(1) Sec. 1.4(a) pocated at NSAW. 

5. (S//REL TO USA, FVEY) In FY16, build! (b)(1)Sec.1.4(a) 
mission area as follows: 

5.A . (Sf/REL TO USA, FVEY)! (b)(1) Sec. 1.4(a) 

5.8 . (SI/REL TO USA, FVEY)I (b)(1) Sec. 1.4(a) 

5.C. (St/REL TO USA, P:VEY)I· (b)(1) sec. 1.4(a) ! located at NSAG. 

!1so the DTN 

!located at NSAW. 

!located at NSAW. 

6. (Sf/REL TO USA, FVEY) Per ref J, this paragraph supersedes ref D and all associated 

FRAGORDS. ARCY8ER establishes! (b)(1) sec. 1.4(a) !at NSAW ICW 
NSNCSS and USCY8ERCOM. 

(U) FLEET CY8ER COMMAND (FL TCY8ER). 

1. (U//FOUO) In FY15, build I (b)(1) sec. 1.4(a) !1so the CCMD mission area as follows: 

1.A . (S//RE.L TO USA, FVEY)I (b)(1) Sec. 1.4(a) 11so CDRUSPACOM located at NSAH. 

1.8 . (S//REL TO USA, FVEY)! (b)(1) sec. 1.4(a) ! ISO CDRUSPACOM located at T80. 

1.C. (SI/RE.LTO USA, FVEY)I (b)(1)Sec. 1.4(a) j 1so Commander, United States Southern 
Command (CDRUSSOUTHCOM) located at Navy Information Operations Command (NIOC) 
Pensacola, FL. 

2. (SI/REL TO USA, FVEY) In FY15, bu ild .... l ____ (_b)_(1_) _se_c_. 1_.4_(a_) ___ __,! located at 
NSAW. 
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3. (Si4RE:L TO USA, FVE:Y) In FY15, build (b)(1) sec. 1.4(a) for the SCC 
support mission;~(1) sec. 1.4i located at NIOC San Diego, CA and (1) sec. 1.4 located at NIOC 
Pensacola , FL. 

4. (S/+REL TO USA, FVE:Y) In FY15, build ! 
George G. Meade, MD. 

(b)(1) Sec. 1.4(a) ! located at Ft. 

5. (S,l/Rel TO USA, FVEY) In FY16, build ! 
as follows: 

(b)(1) sec. 1.4(a) j ISO the CCMD mission area 

5.A . (SI/Rel TO USA, i;::veY)j (b)(1) sec. 1.4(a) j 1so CDRUSCENTCOM located at NSAG. 

5.8 . (S//Rel TO USA, FVeY) i (b)(1) Sec. 1.4(a) j 1so CDRUSPACOM located at NSAH. 

5.C. (S//Rel TO USA, FVEY) (b)(1) sec. 1.4(a) ISO CDRUSPACOM located at NIOC 
Pensacola , FL with (b)(1) sec.1.4(a) located at NSAW. 

6. (S//REL TO USA, FVE:Y) In FY16, build ._J ____ (b-'-)('--1)_s_ec_._1._4(_a) ___ ___,! ISO the DTN 
mission area as follows: 

6.A. (St/REL TO USP., FVEY)! 

6.8 . (S//REL TO USA, FVeY)i 

6.C. (S//REL TO USA, FVEY)i 

(b)(1) sec. 1.4(a) j 1ocated at NSAW. 

(b)(1)Sec. 1.4(a) ! located at NSAW. 

(b)(1) Sec. 1.4(a) j 1ocated at NSAH. 

7. (S//Rel TO USA, FVEY) In FY16, build (b)(1) sec. 1.4(a) for the SCC 

support mission;l(1l sec. 1.4! located at NIOC Yokosuka and (1) sec. 1.4 located at NIOC Pensacola, 
FL. 

8. (U//FOUO) Per ref K, this paragraph supersedes ref D, ref I, and all associated FRAGORDS. 
FL TCYBER establishes JFHQ-C at NSAW in existing location. FL TCY8ER establishes all CSTs 
at NIOC Pensacola , FL. (b)(1) sec. 1.?(e) 

(b)(1) Sec. 1.7(e) 

(U) AIR FORCE CYBER COMMAND (AFCYBER). 

1. (U//FOUO) In FY15, buildJ~ ____ (b_)(1_)_s_ec_. _1.?_(_e) ___ ~j 1so the CCMD mission area 
as follows: 
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1.A. (SIIRELTO USA, FVE:¥)1 {b)(1)Sec.1.4(a) !ISO CDRUSEUCOM located at NSAT. 

1.8 . (S/IREL TO USA, F'VEY)! (b)(1) sec. 1.4(a) ! ISO Commander, United States Strategic 

Command (CDRUSSTRATCOM) located at NSA T. 

1.C. (SI/REL TO USA, F'VEY)! (b)(1) sec. 1.4(a) !ISO CDRUSPACOM located NSAH with 

(b)(1) sec. 1.4(a) ! located at Joint Base San Antonio , Lackland, TX. 

1.D. (SI/REL TO USA, FVEY) ! (b)(1) Sec. 1.4(a) ! ISO CDRUSSTRATCOM located at NSAT. 

1.E. (SI/Rel TO US/>,, FVeY)I (b)(1) Sec. 1.4(a) 11so CDRUSNORTHCOM; location TBD 
by CDRUSNORTHCOM. 

2. (SI/REL TO USA, FVEY) In FY15 build ~l ___ (b_)(_1)_S_ec_._1._4(_a) __ ~! located at NSAW. 

3. (S.l/REL TO USA, FVEY) In FY15, build! (b)(1) sec. 1.4(a) 

1)(1) sec. 1.4(ifor the SCC support mission; location TBD by CGAFCYBER. 

4. (U//F-GYG) In FY16, build~)(1) sec. 1.4<J 1so the CCMD mission area as follows: 

4.A. (SI/REL TO USA, FVE:Y)j (b)(1) sec. 1.4(a) !ISO CDRUSEUCOM located at NSAT. 

4.8 . (SI/REL TO USA, FVE:Y)i (b)(1) sec. 1.4(a) ! ISO CDRUSPACOM located at NSAH. 

5. (U// FGYG) In FY16, build ! .... -----'--(b""")(-'-1)_S_ec_. 1_.4-'-(a--'-) ___ __,i ISO the DTN mission area 
as follows: 

5.A. (SI/REL TO USA, FVE:Y)l~ ___ (_b)_(1_) s_e_c._1._4(_a) ___ ~j located at NSAW. 

5.8 . (SI/REL TO USA, P:VEY)I (b)(1)Sec. 1.4(a) ! located at NSAWwith p(1)Sec. 1.4~ 

~)(1) sec. 1.4(~ located at NSA T. 

(b)(1) Sec. 1.4(a) 5.C. (SI/REL TO USA, P:VEY)! 
b sec. 1ilocated at NSAT. ~----------------------' 

(U) UNITED STATES MARINE CORPS FORCE CYBER COMMAND (MARFORCYBER). 

1. (S,l/RE:L TO USA, FVEY) In FY15, build ! (b)(1) sec. 1.4(a) j ISO Commander, United 

States Special Operations Command (CDRUSSOCOM); located at MacDill Air Force Base, FL. 

2. (S/IREL TO USA, FVEY)j (b)(1) sec. 1.4(a) ! ISO CDRUSSOCOM located at NSAW. 
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3. (SI/REL TO USA, FVEY) In FY15, build ' (b)(1) sec. 1.4(a) l iocated at NSAW. 

4. (Si/REL TO USA, FVEY) In FY15, build ! (b)(1) sec. 1.4(a) ! tor the sec support mission; 
location TBD by CDRMARFORCYBER. 

5. (S,l/REL TO USA, FVEY) In FY16, build ' (b)(1) sec. 1.4(a) ! ISO CDRUSSOCOM; located 
at Ft. Bragg, NC. 

6. (Sf/REL TO USA, FVEY) In FY16, build !._ _____ (b_)(_1)_S_ec_. _1.4_(a_) ____ ..... l located at 
NSAW. 

7. (Si/REL TO USA, FVEY) In FY16, build! (b)(1) sec. 1.4(a) I for the sec support mission ; 

location TBD by CDRMARFORCYBER. 

8. (Sh'REL TO USA, F'/EY) In FY 16, build J (b)(1) Sec. 1.4(a) I located at Scott AFB, IL. 
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(U) ENCLOSURE 2 TO 
ESTABLISHMENT AND PRESENTATION OF CYBER MISSION FORCE (CMF) TEAMS IN 

FISCAL YEAR (FY) 2015 AND FY 2016 

(U) TEAM READINESS REPORTING REQUIREMENTS 

(U//FGYG) sec designated POCs or Team Leads provide information on each team member 
and update on team mission alignment, approved mission essential tasks, IOC/FOC build 
status, and read iness assessment data (personnel , training , and space) to USCYBERCOM by 
close of business each Wednesday. Maintain reports on the USCYBERCOM CMF SIPRNET 
lntelink SharePoint portal (aka: Battle Roster) : 
(http://intelshare.intelink.sgov.gov/sites/uscybercom/nmf/cmf/sitepages/home.aspx) . 

1. (U) USCYBERCOM expanded battle roster readiness reporting requirements to support 
additional C2 and higher headquarters CMF readiness requirements. Battle roster reporting is 
required for all current FY and prior FY CMF teams. Battle roster entries will be made by team 
leads and validated by the next higher headquarters in the operational chain of command. 
SCCs are responsible for completing battle roster entries for CMF teams without an assigned 
team lead. 

2. (U) PERSONNEL. Team leads or sec POCs will continue to report the name, rank and 
source of each person assigned to the team. 

3. (U) EQUIMPENT AND SUPPLIES ON-HAND. Team leads or SCC POCs report whether 
each team member on hand has been assigned equipment necessary to conduct assigned work 
role. Unit custodian will report on equipment assigned for team mission requirements, where 
individual assignment is not applicable. 

4. (U) TRAINING. Team leads or sec POCs will continue to report whether personnel on hand 
are fully trained or in training . 

4.1. (U//~) TRAINING COURSE WAIVERS. Training course waivers may be submitted 
for individuals or teams when IOC training requirements are unable to be obtained due to 
insufficient infrastructure; not essential for mission; or applicable to area of responsibility. CMF 
team leaders will be required to submit a waiver through their operational headquarters (HQ) 
commander. Upon receipt, the HQ staff will submit the waiver for final approval and signature 
by the Deputy Commander, USCYBERCOM (DCDRUSCYBERCOM) via USCYBERCOM J3. 

5. (U//FGYG) CAPACITY AND CAPABILITY. If a previously declared FOC team falls below 
FOC standards (e.g., due to personnel rotation or new equipment requirements), the parent unit 
will report the change in readiness status in the current reporting week until CMF teams have 
been added to Defense Readiness Reporting System (DRRS) as reportable units. 
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(U) ENCLOSURE 3 TO 
ESTABLISHMENT AND PRESENTATION OF CYBER MISSION FORCE (CMF) TEAMS IN 

FISCAL YEAR (FY) 2015 AND FY 2016 

(U) TEAM POSITION TITLES 

(St/REL TO USA, r;VE:Y) NMT IOC CORE POSITION TITLES: 

(b)(1) Sec. 1.4(a) 

(S/IRE:L TO USA, r;VE:Y) NST IOC CORE POSITION TITLES: 

(b)(1) Sec. 1.4(a) 

(S//RE:L TO USA, r;vE:Y) CPT IOC CORE POSITION TITLES: 

I (b)(1) S,o. 1.4(a) 
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(b)(1) Sec. 1.4(a) 

(S.lfRE:L TO USA, i;:vE:Y) CMT IOC CORE POSITION TITLES: 

(b)(1) Sec. 1.4(a) 

{S/iRE:L TO USA, i;vE:Y) CST IOC CORE POSITION TITLES: 

(b)(1) Sec. 1.4(a) 
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